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V/v thong bdo céc 16 hong bao mat anh
huong cao trong cdc san pham Microsoft
cong bo thang 03/2022

Kinh gui: ‘ j
- Cac lrerng Mam non, Tiéu hoc, THCS trong huyén;
- Truong Tiéu hoc va Trung hoc co sé Phung Cong.

Theo thong bao cua Cuc An toan thong tin — Bo Thong tin va Truyén
thong vé 16 hong bao mat anh hudng cao trong cac san pham Microsoft, véi 71
16 hong bao mat trong cac san pham ctia Microsoft. Trong dé dang chu ¥ cac 16
hong bao mat sau:

- 02 16 hong bao mat CVE-2022-21990, CVE-2022-23285 trong Remote
Desktop Client cho phép dbi tugng tan cong thuc thi ma tir xa. Lo hong nay da
¢6 ma khai thac duoc cong bd rong rii trén Internet.

- L3 hong vé bao mat CVE-2022-24459 trong Windows Fax va Scan
Service cho phép doi tuong tan cong thuc hién tan cong leo thang dic quyén.

- L6 héng bao mat CVE-2022-24508 trong SMBv3 cho phép doi tuong
tan cong thuc thi ma tir xa trén Windows SMBv3 Client/Server.

- L hong bao mat CVE-2022-23277 trong Microsoft Exchange Server
cho phép déi tugng tan cong thuc thi ma tir xa véi tai khoan xéac thuc hop 1é.

- L6 héng bao mat CVE-2022-21967 trong Xbox Live Auth Manager for
Windows cho phép doi tugng tan cong thuc hién tan cong leo thang dic quyén.

- L6 hong bao mat CVE-2022-22006 trong HEVC Video Extensions cho
phép ddi tuong tan cong thuc thi ma tir xa.

- L6 héng bao mat CVE-2022-24501 trong cho phép dbi tuong tin cong
thuc thi ma tur xa.

Dé dam bao an toan thong tin cho hé thong thong tin, Phong Giao duc va
Dao tao dé nghi cac nha truong thuc hién ra soat, khic phuc 16 héng bao mat
trén theo khuyén nghi sau:

I. Thuc hién Kiém tra, ra soat, xac dinh may su dung hé diéu hanh
Windows ¢6 kha nang bi anh huong. Thuc hién cdp nhat ban va kip thoi dé

tranh nguy co bi tan cong (tham khao huong dan kéem theo Céng van s6
315/CATTT-NCSC giri kém).



2. Tang cudng gidm sat va sin sang phuong an xur 1y khi phat hién ¢ dau
hiéu bi khai théc, tin cong mang; dong thoi thuong xuyén theo doi kénh canh
bao cua céc co quan chire ning va cdc to chire 16n vé an toan thong tin dé phat
hién kip thoi cac nguy co tdn cong mang.

3. Trong trudong hop can thiét can hd tro cac nha truong lién hé dau mdi
ho trg cia Cuc An toan thong tin: Trung tAm Giam sat an toan khéng gian mang
quéc gia (NCSC), dién thoai 02432091616, thu dién ti: ais@mic.gov.vn.

Phong Gido duc va Dao tao dé nghi céc nha truong quan tam chi dao va
phdi hop t6 chire thuc hién./
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